FIRESTORM

PREDICT. PLAN. PERFORM.

Benchmarking Preparedness — How Do We Know if We
Are Ready?

January 2017 Webinar

Firestorm Insights
January 2017

-

1000 Holcomb Woods Parkway | Suite 130 | Roswell, GA 30076 | 770-643-1114 | Fax: 1-800-418-9088




Page Intentionally Left Blank



Benchmarking Preparedness — How Do We Know if
We Are Ready?

January 2017

This brief is based on the webinar “Benchmarking Preparedness — How Do We Know if We Are Ready?”
Watch the recorded webinar.

Are you ready? Are you sure? How do you know?

This first brief of the 2017 Firestorm series will review ways to identify gaps in crisis plans in order to
create a foundation for the remainder of the year that ensures the safety of all those in your

organization.

When reviewing a crisis plan, be objective and honest when recognizing weak points. How can gaps be
filled and how can you anticipate problems that may occur? Ask the questions: If an event occurs:
Would we be ready? Are we sure we are ready? How do we know we are ready?
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Expectation of Management of Risks

An organization has a responsibility to ensure the safety of those within its walls. Can you safeguard the

well-being of everyone within your facility? How do you know?

An organization must give objective assurance to the board and management indicating that:
e Thereis a clear and defined risk-management process.
e Risks are correctly evaluated.
e Evaluation and reporting of key risks is identified.
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https://www.youtube.com/user/ContinuityExperts/search?query=benchmarking+preparedness

e There is a review control process of key risks.
e The system of internal controls is operating effectively.
e Qversight of monitoring risks aligns with best practices.

Meet with your crisis management team(s) and begin with the question “are those within our facilities
safe?” If the answer is yes, then ask “how are we sure?” and “how do we know that we are sure?” Next,
begin walking through the various crises that threaten your organization. Whether a threat is a man-
made crisis or a natural disaster, review every scenario that could affect your brand, reputation and
community.

Why Measure?

The destination for any business continuity program is to ensure continued service to clients and
stakeholders even when threatened by natural or man-made crisis situations. A simple goal. However,
there are many moving pieces that must work together to ensure success under stressful circumstances.
Ultimately executives and leadership want to know, “Can my organization survive a major disruption
without harming my brand’s reputation and community?” and, can state categorically to clients,
stockholders and regulators, “Yes, we can.”

Ask yourself and your management team these questions:

e Can your organization survive a disruption or crisis?
e Where does your organization stand today? Is your organization
unified?
e What does your program need to improve upon?
e How much progress are you making in various initiatives?
0 Review 2016 initiatives and identify where your

organization stands for the initiatives. Is your
organization on track and on budget with plans?

e Do your plans follow best practices?

e What should be your priorities?

e What are your gaps?

e Are your suppliers prepared?

Without the proper measurements and roadmap, an organization cannot
identify threats.

What Should You Measure?

Mapping the right route to any destination requires mission-critical facts. The challenge is creating a
comprehensive, meaningful picture across multiple initiatives in a relatable language business and
school leaders embrace. Quantifiable data points such as number of plans and tests complete, plans
reviewed and maintained, personnel participating in training and tests are all excellent and categorical
ways to show progress toward crisis readiness. Additionally, the qualitative measurements must be

Copyright Firestorm, 2017 | firestorm.com | 1000 Holcomb Woods Parkway, Suite 130 | Roswell, GA 30076 | 770.643.1114



included to help show progress against the roadmap. The completeness, availability and readiness of
policy, context framework, teams and operational protocols add rich detail and meaning to the
travelogue. Furthermore, regular benchmarking review against industry regulations, standards and best
practices illuminate gaps and weaknesses that require attention before they catch you off guard and
before you reach your destination.

To guide your program, build a map and recognize the:

e Starting point.

e Distance.

e Best and alternate routes.
e Progress measurement.

Based on your goals and where you are with your program:

e How do you demonstrate preparedness?

e Are there clear roles and responsibilities?

e Are you aligned to best practices? Are you sure?

e Does your plan cover both ‘What to do’ and ‘How to do it?’
e |syour newest hire able to assume control of a crisis?

How Should You Measure?

First, establish the context of your business continuity program by understanding the end goal. Build a
framework and outline it in a policy with clear roles and responsibilities. Then build a map that guides
your program along a clear route. Enlist expert resources that resonate with your industry, geography
and organization’s culture. Lastly, ensure your measuring progress against eliminating the five common
failures in a crisis:

Failure to:

Control critical supply chains.

Train employees for work and home.
Identify and monitor all threats and risks.
Conduct exercises and update plans.
Develop a crisis communications plan.
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View a Firestorm infographic detailing the 5 Common Failures in a Crisis

Establish a team of at least three staff members to read your plan, conduct interviews and preform site
inspections to determine:

e |s the plan reviewed and updated annually?
e How did you identify the risks?

Copyright Firestorm, 2017 | firestorm.com | 1000 Holcomb Woods Parkway, Suite 130 | Roswell, GA 30076 | 770.643.1114


https://www.firestorm.com/the-5-common-failures-in-a-crisis-an-infograph/

e Have you had a security assessment?

e How do you monitor for each threat or risk?

e How do people within your organization know about the plan?
0 Have you reached out both physically and virtually (via social media) and connected with
local law enforcement, law and city officials? Connecting with officials can assist in crisis

messaging when an event occurs.

e Is every component tested at least annually?

e Does every activation or exercise have a Hot Wash afterwards?

Following every test of a crisis plan, the team involved must convene and evaluate how the plan worked.

Identifying strengths and weaknesses after testing is critical.

Site Assessment

Below are details for a physical site assessment.

e Building Security: Access control, building
exteriors, key system, monitoring, sight
lines, surveillance

e Communications: Public address systems,
notification systems, radios, intercoms

e Information Technology/Social Media

Monitoring
e Loading docks
e Lighting
e Parking

e Perimeter barriers and controls

e Physical security equipment: Alarm
systems, surveillance systems, access
control systems, perimeter security systems
and lighting.

e Previous security breaches and incidents of
workplace violence

e Previous security-specific training provided
to personnel

Security personnel: Resource officers,
proprietary security force, contractual
security personnel, off-duty law
enforcement officers and other personnel
who serve in a protection capacity
Security policies and procedures: Security
management plan, emergency
management plan, violence prevention
plan/policy, protection procedures, visitor
management policies, anonymous
reporting, bystander reporting and bomb
threat procedures

Security sensitive areas

Signage

Student and employee safety

Traffic control

Vehicle control and perimeter entry point
access

“In crisis prevention we are forecasters. The only way to be o
forecaster is to understand and follow evolving trends.”

-Karen Masullo
EVPF. Firestorm
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What Do You Measure Against?

Where and how does your plan address the following?

e  Program framework
e Risk assessment
e School and workplace violence
0 Behaviors of concern
0 Intelligence monitoring
e Security
Human resources
Emergency response
Notification
Crisis communications

What Is The Measurement Process?

When looking at the measurement process, keep it as simple as possible. Each component will be
evaluated for its ‘completeness’ as compared to best practices, and a rating is assigned. The rating
process is defined as follows:

RATING KEY

D | DOCUMENTED (Well documented; Aligns with best practices)

V | VERBALLY IN PLACE (No documentation; Aligns with best practices)

| INCOMPLETE (Needs Improvement; Lacks essential details)

Documented

e D =DOCUMENTED: Components of the plan receiving this rating are written in alignment with best
practices. The procedures are actionable. The content is comprehensive and provides the
stakeholders with a clear understanding of their roles and responsibilities within the plan. Plans are
actionable and follow ‘best practices.” For example, Firestorm experience has been that the
‘Standard Response Protocol’ meets best practices for an ‘all-hazards’ emergency response
approach.
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Standard Response Protocol

The Standard Response Proto¢§RP) is based not on individual scenarios but on the response to
any given scenario. Like the Incident Command System (ICS), SRP demands a specific vocabulary but
also allows for great flexibility. There are four specific actions that can be performed during an
incident: Lockout, Lockdown, Evacuate, or Shelter. The SRP differentiates between Lockdown
(interior doors only) and Lockout (exterior doors only), whereas the majority of exiting plans in
America don’t yet make this distinction. Firestorm recommends the SRP as a best practice. This SRP
protocol is in use in approximately 5000 schools around the country. (iloveuguys.org)

Components

Analyze every component of each crisis plan. The following table lists 23 components to identify and
analyze. Is each component clearly written in your plan?

COMPONENT COMPLETENESS WHERE TRAINED TESTED

BOARD POLICY

=+

FRAMEWORK DOCUMENT

DEDICATED TEAM

BUDGET

Ul

RISK/VULNERABILITY
ANALYSIS

BUSINESS IMPACT ANALYSIS

~N

INTELLIGENCE NETWORK

ADMINISTRATOR ON DUTY

EVENT ACTIVATION MATRIX
10 CRISIS MANAGEMENT
11 EMERGENCY RESPONSE
12 STANDARD PROTOCOL

[chart continued on next page]
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BACKGROUND CHECKS

ANONYMOUS REPORTING
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BEHAVIORS OF CONCERN
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CRISIS COMMUNICATION

17

COMMUNICABLE ILLNESS

SECURITY PLAN

[y
o

REUNIFICATION PLAN

TRAINING PROGRAM

TEST EXERCISE PROGRAM

HOT WASH PROGRAM

MAINTENANCE PLAN

When a crisis strikes, do not be blindsided. Having all the components organized ahead of time will
better prepare your organization for when a disaster does occur.

PREDICT.PLAN.PERFORM.® Methodology

PREDICT. PLAN. PERFORM.

Understand the Develop policies, Implement viable
vulnerabilities, threats and processes, and solutions, training and
impacts procedures testing

Firestorm asks that you PREDICT.PLAN.PERFORM.® We want you to understand the vulnerabilities, threats
and impacts. Plan for every crisis by developing policies, processes and procedures. Perform well during
a disaster by implementing viable solutions, training and testing. Follow these steps to build a
comprehensive program.
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Next Steps

e PREDICT:
0 Survey senior leadership regarding strategic risk concerns.
0 Update risk vulnerability threat analysis.
0 Conduct security (physical and technology) assessment.

e PLAN:
0 Align plans to best practices.
e PERFORM:

0 Request Firestorm facilitated plan assessment and findings report.

O Analyze insurance coverage vs. current plans.

O Participate in the next Firestorm virtual exercise entitled: Livestreaming,Sexting,
Cyberstalking and CyberbullyingA Firestorm Virtual Stres§est Event

On February 2, 2017 from 2-4 p.m., join the Firestorm® Senior Leadership Team and key, national
partners for a groundbreaking, two-hour interactive exercise designed for organizations of all types.

This session is designed to stress-test response teams in a simulated livestreaming or sexting-crisis that
is applicable for schools or businesses.

All organizations must have a plan for when web-based risk occurs. The sharing of livestreams and sexts
via social media, and the emergence of multiple self-broadcasting applications has heightened the risks
involved. In this interactive test, we will simulate an event and explore the emotional and legal
consequences. Crisis Coach Register

The session is specifically designed to empower participants to improve their crisis plans and to respond
effectively to the unknown. Our panel of experts will guide participants through a series of escalation

events, with participants applying their own crisis management and crisis response plans to each stage.

Register for the Virtual Exercise here.

Contact Firestorm to learn how to:
Align your plans to best practices.
Create your own Intelligence Network
Schedule CRISIS COACtfaining.

Attend any of our other webinars by registering here.

View previous Webinars on our YouTube Channel.
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No-Fee Self-Assessment

Receive a no-fee, Self-Assessment & Expert Analysis ($2,500 value).

Link: http://www.firestorm.com/engage-us/contact-firestorm

Contact Us

www.firestorm.com | (800) 321-2219 | 1000 Holcomb Woods Parkway Suite 130 Roswell, GA USA
30076
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