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Firestorm Founders Forum – Are You Really 
Prepared to Respond to and Active Shooter? 

August 2016 

This paper is based on the webinar “Are You Really Prepared to Respond to an Active Shooter?” 
presented by Firestorm Founders: Suzy Loughlin (CAO), Jim Satterfield (President/COO) and Harry Rhulen 
(CEO). Joining the founders was guest panelist, Paul Marshall of McGowan Program Administrators. 

  

   
When you think about active shooter training, preparation must not be the only topic of discussion; the 
impacts an active shooter incident may have on your organization must also be taken into consideration. 
Although not every crisis can be prevented, measures can be taken at the corporate, organizational and 
personal levels before an event arises. You have control over certain aspects of every crisis.  
 
The scope of active shooter training should also include the use of other deadly weapons. Recent world 
events have brought the issue of deadly weapons to the forefront, including the July 14, 2016 attacks in 
Nice, France. Unfortunately, these events are expanding the concept of deadly weapons past that of 
firearms. We have witnessed attacks using knives, lighter fluid, heavy vehicles and other deadly 
weapons. An active shooter plan must be all-inclusive to be successful.  
 

Active Shooter Crises: Are insurance assets and resources are available? 
 
Insurance assets and resources are available. Inquiries regarding Acts of Violence insurance have spiked. 
Organizations of all types are curious and concerned about having proper insurance in place and the 
proper response to help eliminate or mitigate any act of violence.  
 
Risk managers are now beginning to question “how do we know if we’re ready?” Current events within 
and outside of the insurance industry alter what is being looked at within existing policies. Today, those 
current events are acts of violence. The insurance industry is reacting because the only way to manage 
these rising risks is to create a different entity to handle the risks. Companies, like McGowan Program 

http://time.com/4407407/nice-france-truck-attack-what-we-know/
http://mcgowanprograms.com/products/active-shooter-insurance/
http://mcgowanprograms.com/
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Administrators (MPA), are shifting back to monolined named policies that 
specifically name risks (active shooter, deadly weapon protection, etc.) 
and provide specific, named-peril coverages.  
 
As you look back at specific violent events; the events that unfold are 
similar to an airline accident and the standard operating procedures. 
Mayhem and disorder ensue on scene, funeral arrangements are handled 
and crisis counseling is provided. The combination of a crisis management, 
or CRISIS COACH

®, program, coupled with the funding mechanism of 
insurance allows business to happen in a much smaller setting.  
 
 

Are active shooters and workplace violence a problem? 
 
Every day we look at the news, there is another story about an act of 
violence. Understanding those acts from all perspectives – whether you 
are running a company, a school or in the insurance profession – is 
imperative.  
 
Firestorm provided the on-ground support after the 2007 Virginia Tech 
shootings. We have seen the impacts in the aftermath of crises. These 
impacts have led us to understand what programs must be in place and 
practiced prior to an act of violence to help manage an incident.  
 

What do you do during a crisis, what do you do after a crisis? 

 
Active shooter and behaviors of concern – What comes to mind? 
 
When discussing behaviors of concern, a Behavioral Risk Threat Assessment (BeRThA™) process must be 
included in the conversation. A BeRThA™ program will assist your organization in understanding 
behaviors of concern and how to appropriately respond once they are identified.  
 
While looking at workplace violence as a whole, active shooters are at the far end of the spectrum. 
Statistically, the odds are in your favor that an active shooter event is not likely to happen at your 
workplace. Remember, however, the workplace violence spectrum encompasses more than two million 
reported cases of workplace violence a year. Forty percent of cases are not reported annually.  
 
By the time a person picks up a gun, a number of events may have already happened, specifically 
speaking about employees and warning signs. The focus of the BeRThA™ program is to identify these 
warning signs, recognize opportunities to intervene and provide help to the individual who may 
perpetrate a crime.  
 
Preparing for acts of violence should not solely focus on an active shooter. Other violent acts that are 
occurring within the workplace become important, and interrelated warning behaviors become 
apparent.  

 

http://www.firestorm.com/
http://www.firestorm.com/services/predict/predict-crisis/crisis-coachtm/
http://mcgowanprograms.com/products/active-shooter-insurance/
http://mcgowanprograms.com/products/active-shooter-insurance/
https://www.weremember.vt.edu/
https://www.weremember.vt.edu/
http://www.firestorm.com/services/schools-universities/behavioral-risk-threat-assessment-or-bertha/
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Is the problem of violence increasing? 
 

 
 
The concern of violence is increasing in traditional, social and new media. Are we becoming desensitized 
because concerns are publicized everywhere? Or is it, in fact, an increasing phenomenon?  
 
Concerns are increasing. An easy place to measure the number of shootings, unfortunately, is in schools. 
In the last decade, we have seen a very dramatic increase in school violence. 
 
In the United States, we do not adequately deal with those with diagnosed or undiagnosed mental 
disorders. Today, persons with mental disorders may be subjected to continual bombardment of 
negative messages or misperceived messages on television, cell phones, laptops and tablets. 
Information and reports of violence are being pushed at them repeatedly. This includes coverage of 
events occurring at the local, national and global levels. This coverage may increase agitation.  
 
It is important to recognize that within any group of employees, statistically, there is a fair likelihood 
there are people who have life challenges that include substance abuse, under- or over- medication, 
diagnosed or undiagnosed mental illness and other issues that can affect the work environment and 
quality of life of the employee. The likelihood that any employer may witness some type of a violent 
event in the workforce is rising on a fairly regular basis.  
 
From a regulatory standpoint, OSHA and other regulators expect employers to identify and understand 
these exposures. There is an expectation that you are going to have to act to mitigate risks – including 
workplace violence, active shooters and uses of deadly weapons. 
 
In early August of 2016, OSHA cited an employer for failing to protect its employees from the dangers of 
workplace violence. The employer was held liable for not having a workplace violence prevention plan in 
place. Instances like the recent OSHA case will continue to rise at an ever-increasing pace.  
 

http://www.firestorm.com/
http://www.natlawreview.com/article/osha-fines-home-health-care-provider-failing-to-protect-employee-workplace-assault
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Workplace violence and statistics – Are they accurate? 
 
It’s important for everyone to understand that the official reporting of statistics – whether from OSHA, 
DOL or Bureau of Labor Statistics – has a several year lag. This creates issues when setting business 
standards and implementing funding and budgeting for programs, such as a workplace violence 
prevention program. 
 
There are two million reported cases of workplace violence in the United States annually; there are also 
about two million situations reported in schools each year as well. It is important to recognize that when 
an individual graduates, they generally enter the workforce. Those same bullies, perpetrators and 
troubled-students we see within educational institutions move into our workforce and become 
employees.  
 
Between 400 and 600 workplace homicides ensue in the United States each year. The statistics of school 
and workplace violence track each other very closely, and that is no coincidence.  
 
As statistics are analyzed, we must focus on the fact that every crisis is a human crisis. The worst event 
that you will see is the crisis that occurs at your office or place of work.  
 
How do you know if you are ready to respond to a crisis? 
 
How do you know if you are ready? Have you completed an assessment? Do you have a plan or training 
in place? Do you have insurance?  
 
Firestorm surveyed the registrants of the corresponding webinar with a few questions, one of which was 
“does your organization have a documented and trained program to identify behaviors of concern before 
violence?” More than half of respondents (about 500 companies) said they did not have a plan. Our 
second question, “what training did you receive,” indicated that 71 percent said they had not received 
any training. View pie charts below.  
 
If half of registrants indicated no plan was in place at their workplace and nearly 75 percent had not 
been trained, we should not be surprised that a workplace violence episode creates significant 
disruption.  
 

 

http://www.firestorm.com/
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwiZosijl9XOAhWMmR4KHfCnD2kQFggwMAA&url=https%3A%2F%2Fwww.osha.gov%2F&usg=AFQjCNE19ZpgxaQfyIW0VjrgI1gN5v8F6w&sig2=NKBWgpEAbh5VIniYrthGhQ
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwjJp7uyl9XOAhWFth4KHeQlBzcQFggcMAA&url=https%3A%2F%2Fwww.dol.gov%2F&usg=AFQjCNGY7CFIiOXZbczUwg5O_nrDe7e13A&sig2=m6WSBP6DEFZmrp4ypetyVg&bvm=bv.129759880,d.dmo
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&sqi=2&ved=0ahUKEwiqspXCl9XOAhXD8x4KHT_MB3EQFggcMAA&url=http%3A%2F%2Fwww.bls.gov%2F&usg=AFQjCNFnqFtXtpKhco9PPOpkreFW6gui2g&sig2=bFbiMu0fjlmMn4WLrv7cMw&bvm=bv.129759880,d.dmo
https://www.youtube.com/watch?v=okBCv3Z2N0M
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How does someone know if they are ready? Where do they start?  
 
Assessments - You must know what you are assessing against. It is important to develop some idea of 
best practices. What programs can we have in place or should have in place to measure against?  
 
Once an assessment has been conducted, an organization can understand where they meet best 
practices, but also identify gaps in their plans. 
 
After an assessment, many pieces must be put into place to complete a program. These pieces may 
include: 

¶ HR policies 

¶ Security practices, procedures and tools 

¶ Emergency response capabilities 
o If a threat does materialize – even with the best of prevention programs – everyone 

must know how to perform during and after a disaster. 

¶ BeRThA™ program 
 
At Firestorm, we primarily focus on prevention – which includes BeRThA™. BeRThA™ is the process by 
which we can educate people as to what the warning signs are that a person may exhibit; a person who 
could be on a path to violence. These warning signs can appear 
years before an act of violence. Providing employees a way to 
report what they see, including anonymously, is crucial. Many 
employees do not want to become directly involved in an issue.  
 
If employers can provide a way for employees to report 
suspicious activity anonymously, those reports will increase. 
Once an anonymous reporting program is in place, a group of 
designated individuals in the workplace (who have been trained 
with skills on how to investigate a report and screen a person) is 
needed. 
 
The goal is to make sure the gun never enters the workplace. An 
overall, full workplace violence program is a function of several 
components that we view as critical at Firestorm.  
 
 

What is the importance of violence insurance? 
 
For individuals who are not in the insurance industry, workplace violence and active shooter risks are 
both considerable issues for insurance agents, brokers and companies. The risks ultimately flow 
downstream to the insurance individuals. In many cases, after a deadly weapons or active shooter 
event, the first calls that are made are typically to the attorney and insurance agent. Following a 
disaster, the last thing you want to hear insurance agent say is “that’s excluded,” or “that’s not covered.”  
While assessment and planning/training are all part of the risk management picture, holistically, so is 
having a method for indemnification.  
 

http://www.firestorm.com/
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In addition, is the importance of resources and skills before, during and after an event. Having a deadly 
weapons or active shooter policy allows companies/organizations access to thought leaders. These 
leaders are experts in their area of specialization and can assist in understanding the details of this 
specialized insurance division.  
 

The problem with “Only Active Shooter Training” 
  
Firestorm receives many inquiries from people stating “we just want active shooter training.” This 
request is only a small fraction of active shooter preparedness.   
 
Are you trying to disarm someone with a gun? Are you trying to figure out how to protect at that 
moment in time? Wouldn’t you like to know how not to put yourself in that position? Or wouldn’t you 
like to know how to care for your people after?  
 
Preparedness is a much broader issue than just ‘active shooter training.’  
 

What do you need to know and do: Before? During? After? 
 
What do you need to know? First and foremost, one must understand the culture of an organization and 
understand and accept that something could happen. 
 
Statistically, the likelihood that any organization will be subjected to an active shooter event is relatively 
small.  
 
Historically, many organizations have hidden behind this statistic as a reason for not conducting the 
planning/training/education. Firestorm calls this “disaster denial.” Disaster denial ensues when 
someone says “ƛǘΩǎ ƴƻǘ ƎƻƛƴƎ ǘƻ ƘŀǇǇŜƴ ǘƻ ƳŜΣ ƛǘΩǎ ƴƻǘ ƎƻƛƴƎ ǘƻ ōŜ ǘƘŀǘ ōŀŘ ŀƴŘ ƛǘΩǎ ƴƻǘ ƎƻƛƴƎ ǘƻ 
happen here.”  
 
Those who exhibit disaster denial do not include active shooter and deadly weapons training in their 
predictive process. By not including an element in the predictive process, that element does not move 
into the planning process. When something does happen, those individuals are not prepared to 
perform.  
 
Although an active shooter event may not transpire, recognition of behaviors of concern may be missed 
due to a lack of planning and oversight. Identifying and helping the person who was thinking of bringing 
a gun to the workplace is overlooked. An active shooter prevention program is a plug-in to the overall 
risk management process.  

http://www.firestorm.com/
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An organization has to look past the denial of “this will never happen to us,” to the point of “what if it 
does happen? How can we then restore peace of mind? How can we restore confidence in our 
employees, students, parents, vendors, customers and others who interact with our brand?”  You then 
must think about protecting the branding of your organization for the future life of your organization. If 
an event is mishandled, that ultimately unwinds years and years of hard work of building a business.  
 

What is PREDICT.PLAN.PERFORM.®? 
 

 
 
PREDICT 
 
From a predictive perspective, sometimes it is easy to omit the likelihood of an armed intruder because 
it is so remote. That does not deem the omission as acceptable, especially when working within the 
education environment and caring for children.  
 
The explanation to a parent, “Mrs. Jones, sorry we do not have an armed intruder strategy, because 
statistically, it would happen in our school 1 in 20 million,” will not warrant positive feedback. For Mrs. 
Jones, that explanation will not be an acceptable.  

http://www.firestorm.com/
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From a confidence perspective, having a plan in place provides stakeholders confidence in an 
organization. Good will is earned by having and implementing a plan.  
 
Statistically, within an 18-month period, organizations that have had a serious episode of violence can 
expect up to 60 percent turnover of their employees. That turnover is a direct result of confidence. 
Employees and stakeholders lose confidence in an organization’s ability to provide a safe workplace 
after a crisis. If you are contemplating the necessity of a plan, think about the cost of hiring and training 
60 percent of your workforce.  
 
From the predictive standpoint, hire the right people. Avoiding hiring the wrong employees can be as 
simple as: 

¶ Ensuring appropriate HR screening procedures are in place 

¶ Interviewing employees 

¶ Background checks 

¶ Employee verification 
 
Predict is about avoiding the risks from the beginning. 
 
PLAN 
 
What plans must be implemented to prepare for any crisis?  
 
Emergency response plans need to be executed in case a threat becomes reality. A plan to respond to 
behaviors of concern – the behaviors that provide opportunities to make a difference in the outcome – 
is necessary in the planning process.  
 
PERFORM 
 
The PERFORM stage is the training stage – the training of employees and the testing of plans. 
 
As previously stated, in the active shooter context, people call and say “we want active shooter 
training.” Great! What are we training to? Training must be geared toward something: a plan, a strategy, 
a protocol.  
 
PERFORM means taking the plan created for an organization, implementing the plan so it becomes part 
of the organizational culture.  
 
You are your own first responder during a crisis. Within the PERFORM stage, encourage employees to 
become their own first responder. Practice a plan so people know what options are available. Can they 
flee? Can they hide? Can they lock down?  
 
These details can only be understood after a plan has been activated.  
 
PREDICT.PLAN.PERFORM.® methodology personalizes plans to organizations. Personalization becomes 
very critical. No one wants to pick up the phone and make a call explaining that a loved one is not 
coming home today. You must identify and act when the warning signs are triggered.  

http://www.firestorm.com/
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What happens once a warning is triggered? 
 
Anonymous reporting must happen once a warning signal is triggered. 
 
We’re in an environment today where the generation entering the workplace is more text-oriented than 
a phone call. Having the ability to send an anonymous text (when a behavior of concern is noticed) work 
better for this group.  
  
It’s one thing for upper management to know how to react during a crisis; but do your people know 
what to do? How do they know? When an anonymous report is submitted, who receives the report? 
What do they do with the report? Is it divided by threats and types of categorizations?  
 
Planning and understanding the details of an anonymous reporting system before a crisis occurs is 
imperative. An organization must strive to empower their people to report issues they see, issues they 
hear and voice concerns. This culture will result in interventions taking place.  
 
It is one thing to have a written plan on paper; it is another to have employees know how to react 
before, during and after a crisis. 
 
Is your organization prepared for anonymous reporting? If so, you should be able to answer the 
questions below: 
 

¶ What is the protocol for reporting an observed threat or behavior of concern? 

¶ Do you know proper protocol?  

¶ Do your people know proper protocol? 

¶ Where does the report go? Is the report filed depending on the type of threat? What happens to 
the report once it is submitted? 

¶ Has the process been tested? 
 

Seconds and minutes count – You are your own first responder 
 

ά²ƘŜƴ ǎŜŎƻƴŘǎ ǊŜŀƭƭȅ ƳŀǘǘŜǊΣ ǘƘŜ ǇƻƭƛŎŜ ǿƛƭƭ ōŜ ǘƘŜǊŜ ƛƴ ƳƛƴǳǘŜǎΦέ 
 
Most organizations are not located next to a police department or hospital. First responder arrival times 
can be longer if an organization is in a rural area. Preparedness is the only way an organization can deal 
with the time gap after a crisis occurs and before first responders arrive.  
 
You are your own first responder. If you are unclear of procedures during a crisis, your employees are 
unclear and underprepared. When you are prepared, you gain something valuable – the time to respond 
effectively. 

  

http://www.firestorm.com/
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How do you know what you don’t know? 
 

 
 
The chart above is dominated by the orange section representing “what you don’t know you don’t 
know.” The biggest exposure within companies is what we don’t know that we don’t know.  
 
When discussing business continuity programs, the monitoring of weather (tornadoes, flooding, 
hurricanes, wildfires, etc.) is an area of concern. Having that same ability to monitor behaviors of 
concern and individuals who are on a path to violence becomes critical. Behaviors of concern can be 
monitored and controlled through an intelligence network.  

 
What exactly is an Intelligence Network and is one important? 
 
Firestorm surveyed more than 500 organizations and asked “do you currently use external intelligence to 
identify potential threats?” The vast majority of organizations in the survey (results shown below) 
indicated they did not have an intelligence program; or if they did, they were unaware of the program. 
Whenever a response is “I don’t know,” that is another answer for “no.”  

http://www.firestorm.com/
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Is an intelligence network important? 
 
An intelligence network, which is very much a part of a 
BeRThA™ program, is not just in the form of technology, but 
includes identification of changed behavior.  
 
An employee coming forward and revealing they are 
concerned about a co-worker whose behavior has drastically 
changed is a form of intelligence. Identifying an employee, 
who was never late for work, suddenly late four days in a 
row, is intelligence. Any information that identifies and 
brings to light behaviors of concern is a form of intelligence. 
 

How do you monitor for behaviors of concern? 
 
One way to monitor for behaviors of concern is via public 
social media channels and posts. Monitoring is more than 
just looking for a specific word like “knife” or “gun.” A strong 
monitoring plan will identify behaviors that may be a cry for 
help from a victim or recognizing an escalation of disregard 
for human life. A solid plan reiterates the importance of 
understanding how someone escalates in their anger – in 
this case, by social media postings - and aggregating these 
posts so threats can be put into context. This becomes a 
tremendous tool for businesses, schools, universities and 
organizations worldwide.  

http://www.firestorm.com/
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In today’s world, there is an expectation by constituents (employees, clients, customers, shareholders, 
students, families) that an organization will use appropriate technology to identify exposures and 
mitigate them to the best extent possible. If your organization is not doing that, be prepared to answer 
questions similar to, “How could you not have known this? Here’s what was out there on social media.”  
 
In the coming years, there is going to be an expectation that knowledge that was knowable is attributed 
to the organization. Organizations will be expected to know what is being said online. This must be 
taken into consideration when creating an intelligence network and monitoring process.  
 

 
 

http://www.firestorm.com/
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Examples of a successful intelligence networks 
 
Example One:  For a particular client, a geofence was created around the property to monitor online 
publically shared information. Within the geofence, an employee was identified who made more than 
60 social media posts in one 8-hour shift. 
 
The first posts revealed the employee was bored, they did not like their job, they did not like their 
supervisor and a racial issue was identified.  By the end of the shift, the last post contained a clear 
threat.  
 
If this occurred in your workplace, would you want to know today, or would you want to know 
tomorrow when that individual had already walked in the door with the gun? Identifying threats in 
advance becomes important.  
 
Example Two: Firestorm had a client who noticed an anonymous post on the company Facebook page. 
The particular post was a threat made to a specific location, and indicated the perpetrator promised to 
go to that location and cause harm on Friday. The threat came in on a Wednesday afternoon at 3 p.m.  
 
Within two hours, Firestorm identified the full name of the perpetrator, the perpetrator’s girlfriend’s 
name and the full home address. The information was then presented to the client who turned the 
findings over to the police. Additionally, a geofence was created around the restaurant to monitor 
communications in and communications out. It was uncovered that the manager at that restaurant was 
trading drugs for the promise of preferred shifts.  
 
There are pieces of information that could have been known by both clients. No one wants to be in a 
position of saying “we could have known this.” Whether it’s a gun in a classroom or some type of activity 
that will lead to an act of violence, identification of those acts must be made as early as possible.  
 

Does intelligence monitoring relate to the insurance world? 
 
The insurance world lives on actuarial data and modeling. Intelligence monitoring, coupled with how 
insurance companies evaluate risks and the likelihood of events occurring, would be presented as a 
“heat map.”  
 
Around the country and world, crime heat maps vary. In the insurance world, the type of heat map may 
be different in a particular city, due to a recession, for example. Those in the insurance world monitor 
indicators around the world, and use the information to assess risks as quickly as possible. After risks are 
identified, insurance agents then begin profiling and identifying specifically “is there anything that we 
could have done to know about this risk?”   

 
People don’t just snap 
 
Before an act of violence occurs, warning signs, red flags, cues and signals are exhibited. Oftentimes, 
however, these signs when taken individually are not considered to be of serious nature, so they are not 

http://www.firestorm.com/
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reported. It is important to look at the signs collectively to establish a pattern and context, or to identify 
and escalate one if it is critical in nature.  

 
Behavioral snapshot: Behaviors of concern/threats 
 
When we discuss a behavioral snapshot of active shooters and behaviors of concern, how does this all 
come together?  
 
It is important to understand that the opportunity to assess behaviors of concern really varies 
depending on who the perpetrator or the subject is in question. With the benefit of hindsight, we can 
take the San Bernardino shooter, or the driver of the truck in Nice, France and many other mass 
shootings or mass injury events, and identify behaviors exhibited by these individuals long before they 
resorted to that final act.  
 
The problem is, behaviors of concern are usually dispersed. Different audiences witness different 
behaviors. If the same person (or people) saw every warning sign collectively, the ability to ‘connect the 
dots’ becomes much easier. In a workplace, you have a better chance of connecting dots if the 
perpetrator is an employee or a former employee, simply because you spend much more time with that 
person.  
 
Behaviors of concern are listed on the next page and have been aggregated into separate categories. 
Some categories and behaviors are much more urgent than others. One category is called ‘urgent’ 
because if you see these behaviors, law enforcement should be contacted. These behaviors include 
stalking and self-injurious behaviors. 
 
Self-injurious behaviors are urgent because often times people who commit mass shootings are 
themselves, suicidal. The term is “death by cop” and sometimes the perpetrators are willing to take 
others with them.  
 
The window employers have to see and identify questionable conduct is very limited, and this presents a 
challenge. No one warning sign, however, is by itself predictive. No expert will tell you anything is 
predictive. Just because a person exhibits one or more of the behaviors on the below list does not mean 
they are the next shooter. At the same time, some of the warning signs are more concerning than 
others.  
 
When multiple warning signs are grouped together, the concern grows. Change is undoubtedly one of 
the greatest signs to identify. If an employee always complains, is loud and uses offensive language, that 
behavior is less concerning than the person who was once loud and is now silent. The BeRThA™ process 
assists an organization in establishing a program that provides insight in understanding behaviors of 
concern and how to prevent the acts from escalating. 
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The lists below show the complexity of the factors that are involved in behaviors of concern. 
 
Behaviors 
Å Acts of insubordination  
Å Access to /possession/use of firearms 
Å Takes criticism poorly - Can’t let it go 
Å Files many complaints/grievances 
Å Dramatic change in work performance 
Å Consistent poor work relationships 
Å Preoccupation with employer policies & procedures- perceived to be unfair 
Å Inflexible to change; demanding others change 
Å Sends concerning emails/texts; makes concerning phone calls 
Å Direct/indirect threating communication 
Å Verbal statements, drawings or writings with violent themes 
Å History of violence or anger 
Å Acts of harassment/sexual harassment and/or intimidation 
Å Substance abuse impacting job  
Å Poor hygiene/physical decline 

 

URGENT 
Å Brandishing weapon 
Å Direct threat of violence 
Å Fighting that did/could have resulted in 

serious injury 
Å Severe destruction of property 
Å Severe rage for seemingly minor reasons 
Å Self-injurious behavior or threats of 

suicide 
Å Stalking/cyber stalking 
Å Terminated subject seen on premises 
Å Attempted suicide 
Å Violation of Order of Protection  

 

Family 
Å Suspected/domestic abuse 
Å Change in status: marital/child 

custody/financial 
Å Multiple losses 

 

Protective Factors: 
Å Family/Friends  
Å Community Involvement  
Å Financial Security  
Å Takes / respects responsibility  
Å interests outside work 
Å Positive coping skills 

http://www.firestorm.com/
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Social/Peer Factors: 
Å Holds a grudge 
Å Inflexible 
Å Odd behavior 
Å Social withdrawal 
Å Affiliation with gangs 
Å Poor hygiene/appearance 
Å Intolerance for differences / prejudicial attitude 

 

Psychological/Biological 
Å Paranoid thoughts/feelings of persecution 
Å Delusional thinking 
Å Poor coping skills 
Å Excessive feelings of isolation or being alone; hopelessness 
Å Excessive feelings of rejection/shame 
Å Sense of entitlement 
Å Suicidal/homicide thoughts 
Å Mood disorder 
Å Preoccupation with weapons 
Å Fascination with violent fantasy or ideation  
Å Pattern of under-controlled anger 
Å Pattern of over-controlled anger 

 
Behavioral Risk and Threat Assessment program components 
 
Employees, stakeholders, students and everyone in between need to be trained on what behaviors to 
look for. They must understand that the behavior they witnessed is one dot; maybe that last dot 
management needed in order to say, “We need to intervene and help.” Maybe it was a disgruntled 
employee skidding out of the parking lot. Maybe there were three other incidents during the week.  
 
Ensuring everyone understands that they can play a big role in the process of creating a predictive 
intelligence network is important. 
 
The Behavioral Risk and Threat Assessment program is comprised of four categories: 
  

¶ Awareness training 
o Train employees on what to look for 
o Create an environment of “see something, say something” 

¶ Intelligence Network 
o Anonymous reporting 
o Social media monitoring 
o Standard reporting methods 
o Pre-screening/background checks 
o Key metrics 

http://www.firestorm.com/
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Á Metrics are good indicators of that change. Key metrics include: being late, 
change in the quality of work, the onset of abusive language, slip in hygiene or 
any of the behaviors above in the behavioral snapshot. These serve as warning 
signs.  

¶ Central Repository 
All tips/reports are logged into a Central Repository that triggers an immediate notification to 
the core TMT/HR representative tasked with reviewing all tips/reports. 
 
Think of warning signs as dots. Once placed in a central repository, the dots are connected, 
creating a clear picture. Having a central repository could be as simple as an accordion folder 
containing a piece of paper with a tip or a report. One could be a sophisticated software 
application that resides on your phone that would aggregate texts and emails and phone 
messages that come through about a person.  
 
Having a central repository becomes a resource for your team at work to screen behavior. The 
goal is to document the process that assists the designated threat team to take all of the 
necessary steps, ensuring they have conducted themselves in accordance with best practices.  
 
That team of people (the threat management team) can be composed of representatives of HR, 
IT, security and risk and other departments, depending on how the organization is structured.  

 
The team should be multi-disciplinary to include varying expertise. Team members must be 
trained to properly investigate reports related to threats and behaviors of concern. Most 
importantly, team members need to know when the situation is at a level that should be 
escalated to a third-party expert, a forensic psychologist, a police psychologist or someone who 
is in the profession of making an assessment as to danger.  

 

¶ The BeRThA™ Plan 
o Tip/Report intake and initial risk categorization 
o TMT actions – screening 
o Action and monitoring plan 
o Sign off and record keeping 

 

Workplace Violence Prevention Program: BeRThA™ Program: BeRThA™ 

Framework and Plan 
 
The BeRThA™ program identifies the pieces that create a behavioral risk and threat assessment 
program; beginning with awareness and intelligence. Having the ability to report behaviors of concern is 
vital. Firestorm does not recommend gathering reports of concern through a limited-hour call center. 
Many businesses and schools, for example, are closed after a certain hour. Unfortunately, several 
behaviors, particularly suicidal-related issues, will arise later in the evening.  
 
The threat team also needs to develop a plan. Some companies will terminate an employee who causes 
issues. If an employee is fired, however, the employer has taken away the ability to monitor the actions 
of that particular employee. Escalating behaviors of concern cannot be identified if they are terminated. 
That is vital to understand.  
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Instead, putting an employee on leave while you have time to truly evaluate their situation could be 
advantageous. A plan must be acted upon to assist the troubled employee. Actionable plans may include 
sending the employee to anger management, sensitivity training or to drug and alcohol rehabilitation.  
 
Whatever step taken must be included into a plan with metrics. This will be helpful if and when the 
employee is allowed to re-enter the workplace. Once they return, it is not over. What can be done to 
ensure the employee is recovering? What are the check-in points? These steps become part of a 
BeRThA™ program.  
 

 

 
 

Action & Monitoring Plan 
All risks levels will require a written Action and Monitoring Plan be developed and implemented to 
minimize potential harm.    

¶ Guarded Risk Level- The available information suggests risk of violence is non-existent or very 
low.  

¶ Elevated Risk Level -The available information suggests that, although there is no indication of 
urgent or imminent risk at the current time, violence potential cannot be ruled out.  

¶ Severe Risk Level - The available information suggests there is a heightened and probable risk of 
violence occurring within the foreseeable future, and in consideration of contextual triggering 
events. 

¶ Imminent Level- The available information suggests that an emergent situation is at hand 
requiring immediate security actions to keep the workplace safe.   
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Next Steps 

 
 
To prepare for an active shooter and any form of workplace violence, an organization must take action, 
focusing on behaviors of concern. Through reporting, the ability to conduct the threat assessment and 
the awareness training is made possible.  
 
In addition to monitoring and identifying behaviors of concern, insurance solutions exist today that were 
not available before. The next step: 
 

Predict: 

¶ Develop an Awareness & Prevention Training 

¶ Establish Intelligence Network 

Plan: 

¶ Develop Workplace Violence Prevention Program 

¶ Develop Emergency Response Protocols 

Perform: 

¶ Crisis STOP™ 

o Crisis STOP™ can help an organization in that first critical hour during a crisis to 

assist in messaging and communication. The decisions, actions and communications 

made in that first hour become extremely critical. Consider insurance as a portion of 

your solution here, as well as an analysis of your current plans.  
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¶ Analysis of Deadly Weapon/Active Shooter Insurance and Current Response Plans  

¶ Custom Stress Test Your Plan  

How much does a typical active shooter event coast to manage? 

The low side of managing the aftermath of an active shooter event is roughly $50,000 and up. The high 

side is very difficult to estimate. The hard costs are closer to $500,000 and up. What to keep in mind is 

the long term ramification to an organization. How much does it actually cost in terms of lost employees 

and lost business? This number stretches into the the millions of dollars. The dollar amount depends on 

the type of business and the type of exposure.  

When you think of a threat, can you identify your next crisis? Are you ready? 

 

 
 

We can identify your next crisis, but more importantly, you can. 

-Jim Satterfield, Firestorm President 

COO/Co-Founder 

 

The issues of workplace violence are difficult to address. It is time that we address the issue, move 

forward, prepare for crisis events and have the confidence that we have done everything we can do to 

prevent and mitigate potential crises. 
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Contact Firestorm to learn how to: 

Align your plans to best practices 

Create your own Intelligence Network 

Schedule CRISIS COACH® training 

Attend any of our other webinars by registering here. 

View previous Webinars on our YouTube Channel. 

 

No-Fee Self-Assessment 

Receive a no-fee, Self-Assessment & Expert Analysis ($2,500 value). 
Link: http://www.firestorm.com/engage-us/contact-firestorm 
 
 

Contact Firestorm 

www.firestorm.com | (800) 321-2219 | 1000 Holcomb Woods Parkway Suite 130 Roswell, GA USA 
30076 
 
webinars@firestorm.com 

Contact McGowan Program Administrators 

www.mcgowanprograms.com | (800) 545-1538 | 20595 Lorain Road Fairview Park, OH 44126 
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